Mobile Device Data Extraction Worksheet 


C4 CASE # 

Request # 

Item # 

Date: Examiner: 

Agency: 

Agency Case #: 

Location of Exam: Glab Don-Site (Fill in Address) 

Package 

Type 

□ Envelope GRaperBag 

□ Box Gother: 

Package 

Seal 

□Tape Seal GlHeatSeal 

□ Evidence Tie Gother: 

Seal 

Initialed 

□yes GSee Other 

qi\Iq Information 

Technical Procedure Used: 

Other Information: 


MOBILE DEVICE DESCRIPTION 


Phone Description: 

Battery Installed 

□yes 

Device On 

□yes 

(e.g. "Samsung Galaxy S8") 

Upon Receipt 

□no 

Upon Receipt 

□no 


Any Visible Damage Dyes Dno Describe Damage: 


Manufacturer: 

r~IUnknown 


Model #: 
r~IUnknown 


Serial #: 

□ None/Unknown 


Service Provider 
(From SIM or Handset) 


DAT&T/Cingular Q Verizon QlVIetroPCS 

OSprint/Nextel FUT-Mobile FHother: 


Technology 


□ CDMA 

□gsm 

□4G LTE 


mother 


Phone 

Number 


IMEI 


Handset Encrypted or Locked? 

IMSI/MIN 


QyES Gno □ unknown 

ESN /MEID 



SIM Card Present 

□yes Gno 

ICCID#: 

□ None/Unknown 


□ None/Unknown 


Unlock 

Code: 


□ unknown 


0 (|) 0 


REMOVABLE STORAGE DESCRIPTION 


Storage Present? 

□yes Gno 

storage Type: 

□ SD GMini-SD GlVIicro-SD Gother: 

Capacity: 

□mb 

□gb 

Make: 



Model #: 

Serial/ldentifier #: 


□ unknown 



□ unknown 

□ None 



BATTERY DESCRIPTION 


Make: 

□ unknown 

Model #: 

□ unknown 

Serial/ldentifier #: 

□ None 

Battery Capacity (mAh) 


Measured Voltage (VDC) 



NETWORK ISOLATION METHOD UTILIZED 


□ RIC 

□SIM Removed 

□Airplane Mode 

□ Faraday Shielding 

□other: 

□ None 

Were any Calls, SMS, MMS, or other cellular transmissions received during the examination? 

□yes Ono 


EXTRACTION TOOLS USED 


Device Under Test 

Tool Used 

Version 

Manual 

Physical 

Logical 

File System 

Passcode 

HASH value 

Notes/Connections/Cables Used 

(S = Successful, U = Unsuccessful) 













































Notes 
















































































